
Centralized Log Collection
•	 Log caching ensures data isn’t lost during 

network interruptions
•	 Smart TCP confirms log delivery
•	 Simulcasting enables distribution of logs to  

multiple destinations, in multiple formats 
and protocols

•	 TLS/SSL Encryption
•	 Veracode Verified secure
•	 Heartbeats assure Agents are operational
•	 Filtering optimized log and data management

Remote Management
•	 Agent Management Console enables bulk 

agent management
•	 Administrators can remotely monitor 

changes to the Agent’s configuration
•	 Binary distribution empowers admins to 

update agents from central location

Integrate with any SIEM
Popular with consultants, MSSPs and  
in-house security professionals, Snare works in 
conjunction with nearly every brand of SIEM and 
Security Analytics software on the planet. You 
can even link up different SIEMs through Snare.

Operating  
Systems

Windows/Epilog, OSX, Linux,  
UNIX, MSSQL, Solaris

Our Enterprise Agents aren’t just the fundamental building blocks of our own log monitoring and management solution, 
but an established industry standard by companies around the world.

Lightweight, scalable and dependable, Snare Agents collect vast amounts of data and do so with a minimal footprint. 
Whether you’re just getting started or looking to put the finishing touches on your centralized logging solution, Snare is 
the get-it-done piece of the puzzle.
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 Snare Enterprise Agents

Lightweight
Deployment Footprint < 10 MB

Host Memory ~ 20 MB

Host Resource <5% CPU
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File Integrity 
Monitoring
Detect changes in files, directories 
or even monitor your registries 
with RIM – or Registry Integrity 
Monitoring. FIM and FAM (File 
Activity Monitoring) are critical parts 
of any centralized logging solution.

Compliance
Gather the data needed to comply 
with PCI, SOX, GDPR, HIPAA, 
NISPOM, PIPEDA and more!

Wide Variety of 
Formats and Protocols
Our optimized and reliable logging client 
reduces your deployment risk and 
resource costs where it counts, your 
operational servers and workstations. 
Handling both structured and 
unstructured data, the Snare Server 
can be deployed to handle even those 
most esoteric protocols and formats to 
keep the load on your collection points 
lightweight and dependable no matter 
what they are.

WEC Agents
Collect Windows Forwarded Events 
remotely before forwarding those on to 
Snare Central or another third party SIEM 
– or both! This gives you more flexibility in 
how you deploy your Snare solution and 
how you cover your organization’s digital 
infrastructure.
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